Introduction
Cognitive task analysis (CTA) is the study of macrocognition in contexthow people reason about complex problems when confronted with time pressure, high risk, uncertain information, and rapidly changing conditions. CTA is useful for exploring many different kinds of questions and issues, as well as for understanding many types of cognitive activities, including the macrocognitive processes and supporting functions shown in Figure 13 .1 (Klein et al., 2003) . Individuals in many different fields are interested in CTA and what it can provide them. Systems analysts want to know about CTA methods in order to develop more useful and useable information technologies. Trainers and instructional systems designers have sought out CTA in order to describe the cognitive processes that need to be trained, and how best to train them. Market researchers clearly understand the benefit of a lens into the minds of consumers and are discovering that CTA can offer ways to expose thought processes involved in purchase decisions and product use. Program managers tasked with building technologies for military clients are embracing the notion that front-end analyses of the operators can help ensure that their work system technologies will function effectively. They look to CTA as a tool for understanding the cognitive requirements of those operators and for identifying effective combinations of human work and technology. Corporate knowledge officers attempt to capture and integrate distributed expert knowledge to forge better business practices and save money. Health care providers and medical technology developers have begun to look to CTA to assist with enhancing patient safety and to identify and apply lessons learned from errors and accidents. Military commanders, faced with increasingly complex and dangerous missions, seek ways to best support planning and decision making in the field. Across these many different types of work, there is recognition that CTA yields information that people need to accomplish their work and conduct business. CTA provides leverage on deeply challenging problems and, when done well, provides solutions that can make a difference.
Cognitive task analysis methods grew out of researchers' efforts to reach beyond traditional task analytic methods (sometimes called "behavioral task analysis") for ways to understand how people think and reason in the course of performing their work. Interest in developing, validating, and applying CTA tools paralleled the emergence of the fields of naturalistic decision making and cognitive systems engineering. New perspectives on how people are able to perform adeptly in difficult, dangerous, time-limited situations, and on the role of complex tools in the workplace, required the adaptation of older task analysis methods and emergence of new techniques. In this sense, CTA methods have evolved as a necessary response to the increasingly complex socio-technical systems that exist at the intersection of people, technology, and work Hoffman & Woods, 2000) .
What Is CTA?
CTA studies aim to capture what people know and how they reason, including:
• what they pay attention to • the strategies they are using to make decisions or detect problems • what they try to accomplish • what they know about the way a process or system works A CTA study can reveal the risks, time elements, opportunities, and mistakes that confront people as they work. It can help us to understand the physical context of work, including the technologies, tools, artifacts, work conditions, stressors, and types of team interaction and communication patterns that impact cognitive processes. These are all topics that have been of interest to researchers using CTA to investigate a broad range of issues and performance in many different tasks and work domains.
In describing CTA, it is useful to pull the phrase apart and to consider each component separately:
• "cognitive" begins the phrase cognitive task analysis. CTA is a family of methods (rather than a single research tool) for studying and describing the knowledge and cognitive activities that underlie performance of tasks, including the perceptual skills and strategies needed to respond adeptly to complex situations, and the purposes and goals for performing the work.
• Task: The use of the term "task" actually reflects an ongoing debate, related in part to perceived differences between CTA and European cognitive work analysis, and in part to different uses of the term "task" in the human factors and European ergonomics communities (see Militello & Hoffman, 2000) . It may seem straightforward to consider "task" to be the discrete activities in which people engage, or the sequences of activities aimed at achieving a particular goal. These are traditional notions of "task"-the steps or procedures involved in performance of stable, repeated segments of work. Yet in many complex socio-technical work settings, it is not the literal steps or procedures that matter most. In many cases, what matters to skilled practitioners is getting things done, getting them done quickly and well, and ensuring that actions fit the problem and situation that confronts them. These concerns drive operator behavior to a far greater degree than do "task" requirements to follow a checklist or perform sets of procedures. Because of this, we define task in the broader sense of the outcomes or goals people are trying to achieve.
• Analysis: To analyze something is to break it apart in order to understand how it works. CTA methods provide procedures for systematic empirical examination that supports description and understanding. For individuals interested in pursuing basic research questions about cognitive performance, we believe CTA presents a number of opportunities and challenges. For individuals who are interested in CTA primarily to develop cognitively smart tools and technologies, the "analysis" component of CTA is particularly important. CTA provides an explicit process for systematically identifying key cognitive drivers for use in many different types of applications.
Components of CTA 
Elicitation
There are many different elicitation methods, and many combinations of methods (see Hoffman et al., 1995) . Because we are interested in understanding macrocognition in real-world contexts, we typically focus our data collection on peoples' real-world experience. Methods that we have found particularly useful are briefly described below.
• The Critical Decision Method (CDM) interview is an incidentbased interview method that relies on recollection of previouslyexperienced tough cases and challenging events. Elicited information depends on the purpose of the study, but might include the presence or absence of salient cues and the nature of those cues, sensemaking about the situation, the goals considered, and options that were evaluated. Because elicited information is specific to a particular decision and incident, the context in which the decision maker is operating remains intact and becomes part of the data record, part of the "narrative" CDM provides a picture of decision making that is concrete and specific, that reflects the point of view of the decision maker, and that is grounded in actual incidents (Hoffman, Crandall, & Shadbolt, 1998 ).
• The knowledge audit method is a variant on the CDM and uses retrospection to survey various aspects of skilled performance and expertise. The method is organized around knowledge and skill categories that characterize expertise. Categories include perceptual skills, differentiated mental models, declarative knowledge, analogies, and a sense of both typicality and anomaly. The Knowledge Audit employs a set of probes designed to describe the type of knowledge or skill used and to elicit examples of it in the domain of interest (Militello & Hutton, 2000) • Process diagramming and concept mapping are simultaneously elicitation and representation methods. They provide visual depictions of the practitioner's conceptual and tacit knowledge of his or her domain, and its concepts and principles and categories. The diagrams can describe what the practitioner understands about a task and how his or her knowledge is organized. One of the advantages of diagrammatic representations is that they allow the complexity of the world to remain in the data representation, showing cross-connections. Thus, they differ significantly from such representations as hierarchical text or spreadsheets. They provide insight into "side channels," goal conflicts, and multiple connections across task elements that are not easily elicited with other methods. Meaningful diagrams can vary enormously in level of detail and complexity (Moon, Hoffman, Novak, & Canas, 2011 ). An example is presented in Figure 13 .2. It is based on interviews with experts about the processes of procuring software systems..
Click to view larger Figure 13 .2 An example concept map.
• Simulation interviews pair elicitation with scenarios or simulation technologies. Simulation-based methods can be especially useful in studies of expert-novice differences, as they provide a direct comparison of the perceptual judgments and decisions of moreand less-experienced performers. Simulation interviews are also an excellent method for understanding design issues of "envisioned worlds" (such as a future control room) where expertise will be developed and applied in the future (Militello & Hutton, 2000) .
• Workpattern Observations. Understanding the flow, pace, climate, and activity of the workplace is often a critical component of cognitive task analysis. The opportunity to observe work settings firsthand can provide important insights and types of information that simply are not possible to get any other way. Hospital staff may not think to tell you about the noise levels that are typical of some emergency departments and intensive care units; highway construction personnel become accustomed to the noise and rush of working in close proximity to speeding traffic. Observations provide the opportunity to learn about the strategies that people develop to cope with the demands of the workplace; how work and information flow across the environment, the team, and the shift; and how team members communicate and coordinate with one and other. Wherever possible, we combine interview methods with observations to get the most comprehensive picture of the cognitive components of work.
• Team CTA. Several of the methods described here, along with many other CTA methods, have been successfully adapted in order to study team cognitive processes: the way the teams communicate, draw inferences, share information, make judgments and decisions, see patterns, and make errors. Virtually all modern socio-technical systems have a team aspect, and CTA methods can provide important insights into understanding macrocognitive processes and functions at the team and organizational levels (see also Bockelman Morrow & Fiore, this handbook).
Analysis and Representation
Cognitive task analysis methods produce data that can be represented and analyzed in many different ways. As with any qualitative data set, CTA data can be structured to produce numerical values and analyzed using standard statistical techniques, and many researchers regard quantitative analysis as the best approach to gaining insight into the phenomena under study. However, it is important to recognize that in transforming rich interview data and observational notes into quantitative formats, many of the insights We often combine representation formats in order to depict more-complex events. An example is presented in Figure 13 .3. It is a representation of a battle planning exercise, and displays time, job functions, and critical cognitive tasks for multiple operators.
For some CTA methods, the choice of elicitation method determines or constrains the analysis process and representational formats. An example would be concept maps, which we discussed above. But there are many elicitation methods that produce data that can be analyzed in multiple ways and represented using a variety of formats. Treating CTA data analysis and representation separately from elicitation affords some flexibility in this regard. It allows us to use several different analysis processes and to subsequently merge their products and representation formats to take full advantage of the CTA data.
Which CTA Methods to Use
Part of the challenge of acquiring skill at designing and conducting CTA procedures is coming to grips with the idea that there is no single "right" way to do a CTA. Because CTA is often used for exploratory research or in early phases of design, it can be difficult to specify ahead of time what the best, most productive or most efficient approach might be (method, probes, approach to analysis, and so forth). Cognitive task analysis practitioners employ a range of choices for conducting knowledge elicitation, performing data analysis, and creating useful knowledge representations. Our advice is to use them in combination and to be prepared to adapt as appropriate to the project and domain under study.
One of the mistakes we see people make is to select a method ahead of time, to think of it as a fixed set of steps, and to stick to it no matter what they encounter. Because they are unwilling or uncomfortable deviating from a predetermined path of inquiry, they may sacrifice insight, or miss opportunities to achieve insights into the very phenomenon they seek to understand. Rather than worrying about following a set of predetermined CTA steps, we find it is often far more interesting and productive to allow one self the flexibility to track the cognitive phenomenon you set out to understand in the first place. For us, getting an insightful account of that real-world cognitive phenomenon is far more important than sticking to a predetermined methodology. The cognitive task analysis research we do is almost always conducted in actual work settings, and it may be the initial investigation on a work domain that is not well understood. We have found that stringent adherence to method can overshadow the phenomenon we are interested in, and is counterproductive as a consequence. That doesn't mean we abandon the empirical stance. It means we are ready with other, well-thought-out methods and are flexible in applying a next, good approach.
As a default, our best advice is to begin by simply observing the work and gaining rapport with the domain practitioners. For field research, scientific values dictate that the methods employed be thoroughly documented and that all analyses are described in sufficient detail that others can review the effort and replicate the findings, especially any evidence that runs counter to initial hypotheses. These are all appropriate considerations to ensure scientific validity. And because they are responsive to the real-world situation, they are far more likely to yield insights that matter.
It is possible, if not likely, that the researcher may need to change or adjust methods as a study unfolds. Klein and Militello (2001) substituted other more useful tools as the project proceeded. In one example (Kaempf, Klinger, & Wolf, 1994) , researchers attempted to elicit critical incidents from baggage screeners. However, they found that each "incident" lasted only a few seconds, and that screeners were unable to report clear memories of prior cases. The researchers altered their knowledge elicitation strategy and instead conducted observations and "in the moment" processtracing interviews as the screeners performed their jobs, a data collection strategy that proved to be much more productive.
In another example, interviewers had prepared five different elicitation methods (Miller, Stanard, & Wiggins, 2003) . The first four methods turned out to be problematic for one reason or another: Participants didn't have much experience and had trouble recalling specific incidents. Worse yet, for reasons of security the participants could not discuss the incidents that they recalled. Fortunately, the last elicitation method in the researchers' tool kit worked.
Therefore, we suggest that CTA researchers develop skill at a range of CTA techniques go into a project prepared with multiple methods, and be prepared to adapt and combine methods.. There are choices in the strategy used for knowledge elicitation, data analysis, and knowledge representation, and the researcher should be ready to implement a different strategy when the initial approach doesn't fit the work setting or the problem at hand.
How Can CTA Be Useful?
Methods do not exist in a vacuum. Like any kind of tool, they are developed to solve a problem or accomplish a certain goal. Cognitive task analysis methods have been applied to many different issues and supported research and development of applications to many real-world problems. We offer two examples. One entails research on the nature of expertise and applications of that work to training systems. The other describes the intersection of information technology, cognitive work, and CTA.
Expertise, Training, and CTA Experts are people with extensive knowledge and exceptional skills in a particular domain (Hoffman, 1998 ; also see Boot & Ericsson, this handbook). People who are highly experienced at a particular job or kind of work trust their intuition. They count on it. They may have difficulty saying exactly how they know something, but they know that they know it. In fact, this is one of the definitions of intuition: "knowing that without knowing how." The research on the nature of expertise indicates that experts do not simply know more than others, they know differently. Looking at the exact same situation, experts and novices will "see" a situation very differently (Chi, Feltovich, & Glaser, 1981; Klein & Hoffman, 1993) . Studies of expertise have shown that it is possible to "unpack" intuition and to look at its component parts (e.g., Chi & Bjork, 1991; Crandall & Getchell-Reiter, 1993) • Based on their extensive experience, experts are able to anticipate how a situation is likely to develop and can generate predictions and expectations about the situation as a whole, as well as its component parts.
• Experts know where there are gaps in understanding; they have a sense of which problems yield easily, and which are the toughest to solve.
Once the elicitation, analysis, and representation phases of CTA are complete, one faces the question of how to apply the CTA findings to good effect. One example of an applications area is training. The skills needed for workers in a domain can be hard to see, to demonstrate, and to describe. For a task that involves procedures, instructors can observe performance and tell whether a trainee has mastered the required steps. But how can you tell if a trainee has learned to identify the problem in the first place, or understands the causal connections involved in the procedures and why they will fix the problem?
If CTA results are going to support macrocognitive work, trainers need to understand what kinds of cognitive functions have to be strengthened, why trainees struggle, and how to move them to the next level of proficiency. CTA must reveal how experienced domain practitioners make sense of situations, where they get confused, why they get stuck with flawed mental models, and the kinds of relationships experts see at a glance that novices don't even notice. For cognitively complex tasks, training can be difficult to design and implement. This is particularly true when the goal is to help people develop advanced skills and expertise. In order to move trainees to higher levels of proficiency, training usually needs to go beyond practicing component skills. Cognitive task analysis provides a way to describe the cognitive skills that underlie real competence and mastery. Klein and Hoffman (1993) have described how tacit knowledge and subtle perceptual skills can be essential for skilled performance-skills that may become visible only through a CTA study.
Cognitive task analysis can support advanced skill development in a number of different ways:
• Cognitive training requirements. CTA can help to identify cognitive training requirements-the kinds of mental models that experts have learned and that novices need to discover.
• Scenario design. CTA can help to develop materials for scenarios by using the stories gathered during Critical Decision Method interviews. CTA has also been used to help trainers design simulations that address important cognitive requirements.
• Cognitive feedback. CTA can help instructors provide feedback to reinforce new mental models, sensemaking, and other aspects of cognitive performance. It can also provide a basis for evaluating the effectiveness of training through the development of cognitive metrics and performance indicators.
• On-the-job training. Cognitive task analysis can improve on-thejob training by letting experienced workers unpack what they know and make it more available to novices. Cognitive task analysis can help people in the workplace recognize their own skills/expertise (and share it), as well as the skills/expertise of their coworkers and colleagues. The benefits here can go beyond on-the-job training to include knowledge management and "train the trainer" programs.
Information Technology and CTA
All human work has cognitive elements. What is unique about information technology is the way in which it has so rapidly altered the cognitive complexity of work. Two decades ago, Howell and Cooke (1989) observed that advances in technology and machine intelligence had effectively increased, rather than decreased, cognitive demands on humans. Twenty years of remarkable advances in computing power and system sophistication have not altered that picture. As machines have taken on tasks that are highly procedural, predictable, and routine, what has remained for humans are the more complex aspects of work: tasks requiring judgment, assessment, diagnostic power, decision making, and the ability to plan and to anticipate.
With the proliferation of information technology throughout the work sector, our perspective on human performance has been altered as well. We more fully appreciate just how sophisticated people's conceptual abilities are, and the strengths and limitations of human cognitive performance. We also appreciate how important it is to understand the points of view of the workers who use the information technology-how they view their work, how they interpret the task, what they find challenging, how they adopt or reject strategies, how they modify or abandon standard procedures, and, equally important, how they understand the information technologies they interact with on a daily basis.
Information technology poses particular challenges for understanding and describing cognitive requirements. Following are several of these challenges.
Rapid Changes
People must constantly learn and adapt to keep up with rapid changes in information technology. The pace of innovation is higher in information technology than in many other technologies. Over the past 15 years, the pace of development for consumer applications has been blistering, keeping pace with advances in processing power associated with Moore's Law and with internet and programming language advances. One implication of rapid changes is that precedents seem to work differently with information technology. Constant technological advances may mean that expertise in a particular task domain is more difficult to develop, erodes more quickly, or may not develop at all.
Complexity of the Work
Imagine the job complexity for an intelligence analyst sorting through hundreds of daily messages to try to find critical information trends, or an air traffic controller keeping track of dozens of aircraft simultaneously. Task complexity can take many forms, including the number and diversity of factors to keep track of, interactions among them, the types of sensemaking required, and the effort needed to direct attention to high-payoff areas. By any standard, the information explosion complicates our work. One of the selling points of information technology is that it makes so much information available. But for the designers of work systems, this feature of information 
Difficulty of Developing Mental Models
One of the challenges information technology presents is that it can obstruct our view of how the larger work systems operate and make it difficult to develop an accurate mental model of the larger work system and how it fits within its context. The more rapid changes are to the technology and the work, and the more complex the work, the greater the struggle to figure out how things interact and how outputs are produced from inputs. When people's mental models are less mature, the various functions that depend on well-developed mental models also suffer. For example, we can expect that operators of information technology systems will struggle with workarounds if the standard procedures aren't consistently effective (Koopman & Hoffman, 2003) . We can anticipate that operators will often be surprised because they lack a solid basis for knowing what to expect from the systems and tools they are given to use.
Another aspect of complexity is the "Moving Target" Problem (Ballas, 2007; Dekker, Nyce & Hoffman, 2003) . The tasks that workers confront and the goals they have to achieve are by no means fixed. A clear example is the domain of cyber defense, in which networks of computers have to be protected from various forms of malware. The kinds of attacks being launched are constantly changing; cyber defense is a constant game of "catch-up." The moving target aspect of work is almost definitive of modern sociotechnical systems. While some tasks and goals persist over time, the acute issues and goals are dynamic and sometimes entirely unpredictable. Thus, workers have to be prepared to recognize novel patterns, adjust their work methods "on the fly" and sometimes create entirely new work methods.
Envisioned World Problem
By its very nature, information technology transforms the nature of the work it was designed to support. With rapid innovation, it can be difficult to anticipate exactly what those transformations will be. And that in turn makes it hard to anticipate how the technology will actually be used. In many cases, the technology simply helps people to do their current jobs more easily or effectively. The envisioned world problem is that new information technology, when implemented, will transform the nature of the work being performed, and typically does so in unanticipated ways (Dekker & Woods, 1999; Hoffman & Woods, 2000) . The new technology isn't just supporting that work; it is altering the work in ways that affect the cognitive functions of individuals and teams. This poses all kinds of challenges in designing the technology and training people to use it.
The envisioned world problem cannot be addressed by simply documenting all the tasks a person is going to be performing. In order to gain traction on envisioned world issues, it is necessary to push deeper and understand the cognitive challenges that the work presents. Although the tasks themselves may change as the technology is introduced, some of the critical cognitive challenges posed by the work are likely to endure. No matter how these challenges are handled, physicians diagnose, military commanders evaluate plans, firefighters size up the situation, and pilots are alert to problems. Therefore, information technology places demands on tool developers to provide flexibility so that the work can evolve in accord with the technology supports that are being made available.
The effectiveness of a technology intervention can be compromised by rapid changes in technology, the dynamic nature of the work that technology must support, and the scaffolding for the worker to develop robust mental models. Cognitive task analysis can support technology developers in identifying cognitive challenges and understanding cognitive demands. Cognitive task analysis is an important tool for identifying, documenting, and communicating the cognitive elements of performance so they can be incorporated into the design and implementation of information technology. It allows us to understand the cognitive landscape that permits operators to effectively use technology, and for developers to create information systems that support and enhance human performance.
For readers interested in finding out more details about the "how-tos" of CTA, see for application. have argued persuasively for abandoning the "naturalistic versus experimental" and "basic versus applied" dichotomies that are often used to characterize methodology. In addition, there is a widespread belief, typically held both tacitly and uncritically, that so-called objective and so-called subjective methods are distinct classes, with only the former qualifying as genuine science (for criticisms of this simplistic view, see LaFave, 2011, and Muckler & Seven, 1992.) Identifying how to conduct studies that are practical as well as systematic, efficient, and rigorous remains an issue for CTA practice. Sponsors whose goals include real-world impact are often less than enthusiastic about supporting project components that focus on meeting scientific standards for control and manipulation of variables in service of traditional hypothesis testing. Sponsors do want evidence of impact and return on investment. But when confronted with the costs associated with standard empirical tests of the effectiveness of a prototype design, for example, they are often reluctant to spend program dollars in that way. If standard experimental approaches to evaluating design are unrealistic, then what are the "reasonable scientific criteria" that are both practical and scientifically sound? CTA researchers need to identify those criteria and use them consistently.
A related challenge is to demystify the processes that surround application of CTA findings to the design of tools and technologies. Demonstrating the face validity of CTA findings by asking for review by domain experts is a good initial step. However, many CTA projects stop there rather than pushing for more powerful demonstrations of utility and validity. Design concepts need to be explicitly tied to the particular components of cognitive performance they are intended to support (Clark & Estes, 1998; Dominquez, Grome, Strouse, Crandall, Nemeth, & O'Connor, 2011; Hoffman, Militello, & Woods, 2008) . How design concepts are instantiated in prototypes and eventually in fielded systems needs to be explicit as well. In making visible the path from CTA findings to application, we provide the means to measure whether our models and methods have the impact on operator performance that we intend.
